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Standards and Guidelines for the Long Term Storage of High Value Electronic Components

Background

The long term storage of electronic components is addressed in Government Electronics and Information Technology Association (GEIA) standard GEIA-STD-0003.  This paper summarizes the opinions of Task Group GTG03-03 of the GEIA G-12 Solid State Devices Committee composed of contributors from government and private organizations involved in the design and manufacturing of high reliability electronic systems.  The document begins to address the problem of how to store sensitive electronic components for long periods of time prior to use.  The document highlights the need for special considerations when storing packaged, or unpackaged, electronic components for more than one year.  
There have been significant developments in the usage pattern of integrated circuits over the last 10-15 years.  First, the Restriction on Hazardous Substances Directive (RoHS) that took effect in July of 2006 has changed both the material composition and the assembly process associated with electronic components.  Component materials used in RoHS compliant products have been employed for a relatively short time frame and the sensitivity of the leadframe and package body materials to contamination, aging and handling has been subject to much less real world experience.  At the same time, component designers and manufacturers are pushing the limits of package technology seeking a smaller footprint, higher lead count and better electrical performance.  Thirdly, the military and high reliability markets have rapidly adopted the latest generations of Commercial Off The Shelf (COTS) components for their performance, functionality and attractive cost benefit ratio.  These trends combine to create a scenario where valuable and sensitive electronic components are required for long manufacturing periods and must be stored properly to ensure long term reliability.  
The Challenges
Electronic components are stored all over the world for use in all manner of electronic products and systems.  Many of these components are relatively simple and robust products that can be stored with only passing regard to environmental control and quality processes.  These component types- passive, low function active or electromechanical devices-  are not the subject of specialized long term storage and care.  The storage of simpler components, as long as reasonable ESD control is exercised and severe environments are avoided, does not require specialized procedures.  Unfortunately, many electronic system manufacturers treat all components the same when considering long term storage and usage.    

The challenge occurs when dealing with high function, leading edge technology semiconductor components.  These devices are constructed using silicon and metallization geometries of 45nm (nanometer) going to 32nm in 2011.  To put this size into perspective, there are 1 billion nanometers in one meter and you can fit more than 30,000 transistors of 45nm area onto the head of a pin, which measures approximately 1.5 million square nm.  Today’s highest technology devices contain over 1 billion transistors, all of which must function to specification to make a working component. Additionally, these high technology devices use increasingly lower internal supply voltages (VInt now at 1.2V) and increasingly higher switching frequencies.  The effect of lower operating voltage is that it in turn lowers threshold and detection voltages, making the internal circuit elements more susceptible to noise, contamination and reliability issues.  Similarly, higher switching frequencies make it increasingly difficult to ensure overall operating conditions.  Today’s electronic components rely on principles of physics and science with no manufacturing precedent and little data on long term stability and reliability, especially in the harsh environments of military and aerospace systems.  These challenges demand that the methods used to document, package, handle, store and use complex semiconductor devices must evolve to keep pace with the underlying technology.

Plastic epoxy packages housing leading edge devices have experienced rapid technology migration, primarily driven by size considerations.  Counter intuitively, component assembly evolution and the advent of flip chip technology has resulted in a package that is considerably thinner and less moisture and contamination resistant. Estimates are that 2.1 billion flip chip components were shipped in 2006 and the volume is projected to grow to over 6.0 billion by 2010.  These devices, specifically plastic ball grid array packages which constitute the bulk of the volume, must be stored and managed carefully if they are to be preserved for long term use.  The PBGA package body is composed of either a biphenyl epoxy resin or tri-epoxy resin mixed with fused silica filler in varying amounts.  These compounds are not impervious to moisture or other contaminants and do not provide a hermetic seal for the underlying die.  

Asset Security
Security of company assets is a priority for companies who deal in contracts and programs that comprise critical military, aerospace and medical systems.  The security of component parts required to manufacture these systems is typically addressed universally rather than by asset category.  This practice, treating all assets as equivalent, can lead to product loss or theft, especially when manufacturing is conducted at multiple sites or contracted to third parties.  

For high value and irreplaceable assets, a different methodology must be employed.  Components that are the core of a system should be assigned a higher asset category than components that are multi sourced and readily replaceable.  This becomes even more critical when working with end of life or obsolete products.  Typically, within one to two years from the last shipment of a proprietary (single sourced) electronic component, that component becomes unavailable from any reputable source, even secondary market sources.  At that point, product which may have been relatively expensive to begin with becomes invaluable because of the direct dependence of system production on the device.  It can be determined that the value of these obsolete components equates to the value of the entire system, including profits, and they can even include the lost sales and profits of related systems due to loss of customer goodwill.  

To address security risks, valuable and irreplaceable components must be stored and documented with a higher level of care than standard components.  They should be audited and tracked based on the lowest common denominator, a single reel or tray.  They should be monitored with constant surveillance and stored in a logged entry secure area.  All security records must be maintained for the life of the program.  Security should extend to the storage facility as a whole, especially during off hours and weekends.  In short, a comprehensive security program that removes the risk of theft or loss is critical to the storage of irreplaceable components parts.   
Component Inspection
Likewise, there must be two standards for component incoming inspection when obsolete and irreplaceable product is handled.  Detailed component inspection prior to long term storage accomplishes two objectives.  First, it acts as a filter to identify any questions in the product source and authenticity.  In the era of rampant counterfeit and reworked product, high value and obsolete products represent a primary target.  When selling prices of end of life components approach five or even ten times the original price of the component significant motivation is present to produce or refurbish counterfeit parts.  The ability of counterfeiters has increased over time to the point where proactive and creative techniques are being applied to this business.  For example, it can be the case where, during the end of life notification period, typically from 6-18 months long, a counterfeit company may buy product under the guise of an OEM from either a franchised distributor or even directly from the component manufacturer.   After this purchase but before final shipments, the counterfeit firm then requests return of the product and, depending on how much activity is present on the device, the distributor or OEM may grant that return.  What transpires next is the fraudulent return of alternate product that could be blanks, fallout from final test or reworked material.  Counterfeit firms have become adept at repackaging components to appear factory sealed and in this example they can utilize the manufacturer’s original packing material and documentation.  On return receipt by the distributor or component manufacturer, unless the packages are opened, inspected and tested for counterfeit product, the material is likely to be placed in available stock and shipped to another customer unknowingly.  
Second, a detailed incoming inspection process can identify manufacturing defects or incoming quality issues before parts are consigned to long term storage.  Though the typical outgoing quality of semiconductor components is quite high, on the order of 10 PPM or less, new, very dense and fragile package types represent a unique concern.  It has been observed that even when proper manufacturing and handling is in place, mechanical defects such as scratches, gouges and lack of uniformity may be found on high pin count PBGA packages.  Though these devices may pass manufacturer quality screening, parts with mechanical damage should not be considered for long term storage or, if no replacements are available, should be the first parts used for manufacturing.     
Genealogy and Data Records
Increasingly, the military and other high reliability systems are assembled from fewer critical electronic components that contain increasing complexity and functionality.  Functions that ten years ago would have taken multiple circuit boards to create are now contained in a single or a few high performance processors and peripheral components.  Because of this, critical components must be treated with the same diligence and recordkeeping as system level assemblies.  

The key elements of long term component storage are the product genealogy (origin), condition and storage environment.  It is important, at first receipt of product that is targeted for long term use, to carefully research and capture information on the history and condition of the parts.  The opportunity to carefully document the component parts is only available once and must be undertaken in a systematic manner.  The initial documentation should be structured to provide the most information possible on the conditions under which the parts were manufactured and stored.  Then, during the long term storage period, environmental data should be logged and maintained for each lot code, date code and minimum package increment for the term of the storage.  These data records, both initial and long term, become the identity of the parts and provide a baseline for later failure analysis or problem resolution.    

Environment
Government Electronics and Information Technology Association (GEIA) standard GEIA-STD-0003 specifies that complex electronic components must be stored in one of two environments, dependant on moisture sensitivity level, to ensure infinite shelf life.  The conditions specified are active desiccant storage at less than 5% relative humidity or dry nitrogen storage per MIL-PRF-27401.  Both of these storage methodologies are known to prevent moisture exposure with the advantage of providing a controlled environment that limits external contamination sources.  Additionally, these storage methods, when carefully undertaken, alleviate the need for handling and baking of the components and eliminate incremental manufacturing procedures and risk.  
An additional element of the storage procedure is the need to maintain and manage individual date and lot codes.  This requirement relates to implementation of a sampling plan for each component.  The sampling plan is a shipment schedule unique to each device that is based on the number of lots and date codes, the number of components in each lot and forecasted production schedule.  The plan specifies how many units of each date and lot code are shipped within each production shipment.  The plan is predicated on providing a statistically significant sample of each date and lot code at the earliest point in production so that if any systematic problems with a lot are detected they may be dealt with at the earliest possible time.  This plan lowers production risk and ensures that product stored for long periods has known electrical characteristics.
Assured Supply
When components are categorized as irreplaceable, their assured supply over long periods of demand becomes one of the most critical aspects of a program.  The elements of proactive long term storage are geared to maintaining these invaluable assets in new and usable condition for five, ten or even twenty years.  It is only when a comprehensive program for management of critical components is in place that assured supply becomes a certainty.    

